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Abstract:

Silicon Apocalypse: surviving the apocalypse using advanced technology.

This journal explores the utilization of IoT technologies to enhance survival during mysterious disasters, such
as zombie viruses, bioterrorism attacks, superbugs, and other pandemics. Disasters are not planned; they
occur suddenly, and we must be prepared for unplanned events. The main aim is to educate the public on
leveraging smart technologies to ensure a sustainable and safe living environment. The objective of this
project is to design and simulate a self-sufficient, zombie-proof smart home system using building
automation, and robust defense mechanisms. The system will utilize solar panels and a smart grid to harness
Cisco Packet Tracer. This smart home will incorporate advanced features such as energy efficiency,
renewable energy and reduce dependency on external power sources, complemented by energy-efficient
appliances to minimize energy usage. In Cisco Packet Tracer, we will set up a network topology with a
central server, 10T devices, and communication protocols like Wi-Fi, Zigbee, and Ethernet. Devices will be
configured for integration with the smartphone app, and automation scripts will manage energy consumption,
environmental controls, and security protocols. Simulation scenarios will test the system’s functionality

under normal operations, intrusion detection, and emergency responses.
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Introduction:

Zombie Virus Concept: While fictional, the idea of a zombie virus is based on real-world pathogens that
alter behavior, like Ophiocordyceps unilateralis, which infects ants, making them exhibit zombie-like
behavior.

Real-World Discoveries: Viruses found in extreme environments, such as pithovirus and mollivirus in
Antarctica, show the potential risks of ancient viruses being reawakened, posing unforeseen threats.

Need for Preparedness: As new viruses emerge, being prepared for unplanned outbreaks is critical.

Role of IoT: IoT technologies can enhance survival by improving health monitoring, resource management,

and communication during such crises.
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Study Aim: This research explores how IoT can aid in surviving and sustaining life during sudden disasters,

like a zombie virus, by improving preparedness and resilience.

About Cisco Packet Tracer:

Developer: Cisco Systems

Purpose: Network simulation tool for education, research, and network professionals.

Early Development and Launch
e 2003: Launched as part of the Cisco Networking Academy program.

e Beta Version: Provided hands-on, real-world learning experience.

Version History and Features
e Version 3.2 (2005):
o Initial widely used production release.
o Basic simulations with support for a few networking devices and protocols.
e Version 4.0 (2006):
o Major improvements in simulation capabilities.
e Version 5.0 (2008):
o Introduction of multi-user functionality.
e Version 6.0 (2013):
o Support for advanced protocols and devices: IPv6, OSPF, EIGRP.
o Enhanced simulation fidelity.
e Version 7.0 (2016):
o Introduction of IoT functionality.
e Versions 7.1 and 7.2:
o Enhanced IoT capabilities and network programmability support.
e Version 7.3 (2020):
o User-friendly interface, enhanced examination capabilities, improved performance, new
devices.
e Version 8.0 (2021):

o Improved usability, performance, and additional device support.
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Future Development

¢ Focus on network security, cloud computing, and Al-driven networking.

About Our work:

This concept has a rich history, rooted in ancient folklore and evolved over time. Hypothetically, one could
suggest that Rakshasas—mythical creatures from ancient Indian folklore—were early representations of
zombies. These beings, often depicted as insatiable and monstrous, may be linked to ancient viral outbreaks,
like the viruses discovered in Antarctica today. These viruses, trapped in ancient permafrost, have the
potential to reawaken long-dormant pathogens, possibly leading to behaviors that resemble zombie-like

traits, blurring the lines between myth and science.

Our project aims to simulate a zombie-proof smart home using Cisco Packet Tracer, featuring advanced
energy efficiency, automation, and security systems. Managed via a smartphone app, the home incorporates

technologies for energy management, security, and automated defenses, ensuring safety and sustainability.
Methodology:

1. Research Design:

» Simulation-based Study: A disaster management simulation will be created using Cisco Packet
Tracer to simulate a zombie virus outbreak scenario. This model will assess how IoT technologies
can be utilized for survival, resource management, and safety during such an event.

2. Data Collection:

» Simulation Environment: A city destroyed by zombies will be simulated using Cisco Packet Tracer.
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Fig. 1.1 Map of Infected city

» A safe house surrounded by multiple security layers.
> Layers of Security:
o First Layer: Fence & vegetation as a natural barrier.

o Second Layer: Water as an additional protective barrier.

Fig 1.2 Physical view of Safe house
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¢ Smart Devices: All devices in the safe house will be connected using a star topology connected to a

home gateway. This network will be powered by a 2.4 GHz Wi-Fi connection to ensure

communication within the home.
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Fig 1.3 Logical view of Safe house

¢ Connectivity: The home gateway will be connected to a switch to improve performance and manage

communication between connected d

evices efficiently.
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Fig 1.4 Switch logical & physical view

¢ Devices: Several devices (e.g., security cameras, motion sensors, smart thermostats) will be

connected to the switch, ensuring real-time monitoring and control of the security and resource

systems.

e Power and Food: The safe house will have a food-growing system and power supply controlled via

IoT, ensuring resources are maintained during the crisis.
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Fig 1.5 Remotely controlled via mobile using network connectivity

¢ Security Systems:

¢ Electrified Gate and Fence: These will provide physical protection from zombie threats.
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Fig 1.6 Entrance Network logical & physical view

* Motion-activated Traps: Traps that are activated when motion is detected by sensors

zombies from entering the safe house.
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Fig 1.7 Entrance Security logic
3. Data Analysis:

e System Performance: The effectiveness of the IoT-based systems (e.g., motion sensors, electrified

fences, and traps) will be analyzed by observing how well they secure the safe house.

¢ Survival Conditions: The sustainability of resources (power, food) inside the safe house will be

evaluated through the simulation, with particular attention to how IoT helps in monitoring and

managing these resources.

¢ Connectivity and Control: The 2.4 GHz Wi-Fi network and switch-based topology will be tested

to ensure reliable communication and control over devices. The system's performance will be

monitored to check for any potential issues with connectivity during the crisis scenario.
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Fig 1.8 Connectivity configuration
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4. Tools and Instruments:
¢ (Cisco Packet Tracer: Used to create and simulate the smart city environment and the safe house
setup.
¢ JoT Devices: Motion sensors, temperature sensors, smart lights, cameras, actuators for electric fences
and traps.
¢ Networking Equipment: Home gateway, 2.4 GHz Wi-Fi, switch to manage device connections,
and connected devices such as cameras and sensors.
e Simulation Software: For visualizing the zombie outbreak and monitoring the system's performance
in real-time.
5. Limitations:
¢ Simulation Constraints: The study is limited by the virtual nature of the simulation and may not
fully replicate the unpredictable variables of real-world crises, such as human behavior or
environmental changes.
e Network Latency: Potential network performance issues may arise due to limited simulation

capabilities in Cisco Packet Tracer compared to real-world systems.
Conclusion:

This study explored how IoT technologies can enhance survival during unplanned disasters, like a zombie
virus outbreak, using a simulation in Cisco Packet Tracer. The IoT infrastructure in the safe house, utilizing a
2.4 GHz Wi-Fi network and switch-based topology, demonstrated how devices like motion sensors,
electrified fences, and smart systems can improve security and resource management. While real-world
implementation of some systems may face technical and logistical challenges, their potential in ensuring
safety and sustainability during emergencies is significant. The findings highlight the promise of IoT in
disaster resilience, with future research addressing implementation obstacles for safer, more resilient

responses to catastrophic events.
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