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ABSTRACT 

Fake URLs have come to a prominent tool for spreading misinformation on social media platforms. 

Detecting these fake URLs is pivotal to helping the spread of false information and maintaining the 

credibility of social media networks. In this paper, we propose a machine literacy-grounded approach to 

descry fake URLs in social media. We trained and estimated multiple machine learning algorithms, including 

decision trees, arbitrary timbers, and support vector machines, on a dataset of real and fake URLs collected 

from social media platforms. Our results show that the arbitrary timber algorithm outperformed the other 

algorithms with a delicacy of 96.5. Also, we explored the effectiveness of colorful features similar to URL 

length, sphere name, and URL order, and set up that sphere name and URL order were the most instructional 

features for detecting fake URLs. Our proposed approach provides a dependable and effective result to 

descry fake URLs in social media, which can be used to help the spread of misinformation and maintain the 

credibility of social media networks. 
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INTRODUCTION 

The emergence of new communication technologies has greatly impacted the growth and promotion of 

businesses across various applications. However, with these advancements comes the use of sophisticated 

techniques to attack and scam users. Cyber-attacks such as malicious websites that sell counterfeit goods, 

steal sensitive information, and install malware have become increasingly common. These attacks can be 

carried out using a wide range of techniques, including explicit hacking attempts, phishing, man-in-the 

middle attacks, SQL injections, and more. Malicious URLs are often used to spread compromised content 

and are responsible for a significant portion of cyber-attacks. It is estimated that one-third of all websites are 

malicious in nature. A URL, which is the global address of all documents and resources on the World Wide 

Web, comprises a protocol identifier and a resource name that specifies the IP address or domain name 

where the resource is located. The limitations of blacklisting techniques in detecting security breaches are 

becoming increasingly apparent, and there is a need for robust systems to detect and prevent cyberattacks. 

LITERATURE SURVEY 

[1] Cho Do Xuan, Hao Dinh Nguyen, “Malicious URL Detection based on Machine Learning” 

Social media platforms have become a significant source of information for people around the world. 

However, with the increase in the use of social media, there has been a rise in the spread of fake news and 

misinformation. One of the primary ways that fake news is spread on social media is through the use of fake 

URLs. Fake URLs are URLs that are designed to appear legitimate but lead users to false information 
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or malicious websites. This has serious implications for individuals and society as a whole, as it can 

spread misinformation and cause harm to individuals and communities 

[2] Vanitha and Vindolini, “Malicious-URL Detection using Logistic Regression Technique” 

Fake URL detection is a crucial task in combating the spread of fake news on social media. Machine learning 

algorithms have proven to be effective in detecting fake URLs, as they can analyze large amounts of data and 

identify patterns that are difficult for humans to detect. In recent years, several machine learning algorithms 

have been proposed for fake URL detection, including decision trees, random forests, support vector 

machines, k-nearest neighbours, and neural networks. 

 

PROPOSED SYSTEM 

The proposed system for detecting fake URLs in social media employs machine learning algorithms to 

gather and examine data from various social media platforms. The collected data is preprocessed and 

undergoes feature extraction before being analyzed through the application of various machine learning 

algorithms, including decision trees, random forests, and neural networks. The trained models are evaluated 

using accuracy and F1 score metrics, and the most effective model is utilized for the real-time detection of 

fake URLs. When a fake URL is identified, it is promptly removed from the user's post, and the user is 

notified of the action taken. This system plays a vital role in preventing the spread of fake news and 

misinformation on social media platforms, safeguarding individuals and communities against harmful 

content. 

 

RESULTS AND DISCUSSION 

Machine learning Algorithms: 
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Graph Representation: 
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CONCLUSION 

The project on fake URL detection using machine learning algorithms has demonstrated the effectiveness of 

using machine learning techniques for detecting and preventing the spread of fake news and misinformation 

on social media platforms. The system utilizes various machine learning algorithms, such as decision trees, 

random forests, and neural networks, to analyze and detect fake URLs in real time. The system also employs 

metrics like accuracy and F1 score to evaluate the performance of the models. Overall, the proposed system 

plays a vital role in safeguarding individuals and communities against harmful content, protecting sensitive 

information from cyber-attacks, and promoting a secure online environment. In the future, further research 

can be conducted to explore other features, classifiers, and techniques that can be integrated into the system 

to enhance its performance and effectiveness in detecting fake URLs. 

 

FUTURE SCOPE 

The main objective of the system design is to detect and expose fraudulent websites that attempt to acquire 

private information through phishing attacks or by creating fake websites to trick users into disclosing their 

login credentials. The use of machine learning algorithms is instrumental in identifying such phishing 

websites and protecting sensitive data. In the future, the system can be improved by utilizing structured 

datasets for phishing discovery, which can enhance the system's efficiency. Additionally, a combination of 

classifiers or other techniques can be used to increase the system's accuracy. The system will also explore 

various phishing methods that utilize verbal features, network-based features, content- based features, web 

page-based features, and HTML content analysis to improve its performance. Features extracted from 

URLs will be used in conjunction with machine learning algorithms to enhance the system's detection 

capabilities. 
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