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Abstract-With the rapid development of cloud services, huge volume of data is shared via cloud computing.
Although cryptographic techniques have been utilized to provide data confidentiality in cloud computing,
current mechanisms cannot enforce privacy concerns over ciphertext associated with multiple owners, which
makes co-owners unable to appropriately control whether data disseminators can actually disseminate their data.
we propose a secure data group sharing and conditional dissemination scheme with multi-owner in cloud
computing, in which data owner can share private data with a group of users via the cloud in a secure way, and
data disseminator can disseminate the data to a new group of users if the attributes satisfy the access policies in
the ciphertext.
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I.

INTRODUCTION

Many famous companies are now providing public cloud services, such as Amazon, Google, Alibaba.These
services allow individual users and enterprise users to upload data to cloud service provider (CSP), for the
purpose of accessing the data at any time anywhere and sharing the data with others.








In order to protect the privacy of users, most cloud services achieve access control by maintaining
access control list (ACL). In this way, users can choose to either publish their data to anyone or grant
access rights merely to their approved people. However, the security risks have raised concerns in
people, due to the data is stored in plaintext form by the CSP. Once the data is posted to the CSP, it is
out of the data owner’s control.
Unfortunately, the CSP is usually a semi-trusted server which honestly follows the designated protocol,
but might collect the users’ data and even use them for benefits without users’ consents. On the other
hand, the data has tremendous usages by various data consumers to learn the behaviour of users. These
security issues motivate the effective solutions to protect data confidentiality.
It is essential to adopt access control mechanisms to achieve secure data sharing in cloud computing.
Currently, cryptographic mechanisms such as attribute-based encryption (ABE), identity-based
broadcast encryption (IBBE), and remote attestation have been exploited to settle these security and
privacy problems. ABE is one of the new cryptographic mechanisms used in cloud computing to reach
secure and fine-grained data sharing
. It features a mechanism that enables an access control over encrypted data using access policies and
ascribed attributes among decryption keys and ciphertexts.As long as the attribute set satisfies the
access policy that the ciphertext can be decrypted.

II.

BACKGROUND WORK

A series of unaddressed security and privacy issues emerge as important research topics in cloud computing. By
utilizing the IBBE technique, Huang et al, Paranaiba et al. and Liu et al. proposed several private data sharing
schemes in cloud computing.In these schemes, data owner outsources encrypted data to the CSP by defining a
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list of receivers, thus only the intended users in the list can get the decryption key and further decrypt the private
data.
ABE is another promising one-to-many cryptographic technique to realize data encryption and fine-grained
access control in cloud computing [3, 4]. Specially, ciphertext-policy ABE (CP-ABE) is suited for access
control in real world applications due to its expressiveness in describing the access policy of ciphertext [5]. Guo
et al. [6] proposed a privacypreserving data dissemination scheme in mobile social networks based on CP-ABE.
Teng et al. [7] proposed an efficient access control scheme with hierarchical CP-ABE to achieve privacy
preservation in cloud storage systems.
Secure data dissemination is another important security requirement for data storage in cloud computing. The
identity-based PRE [8] is a basic encryption algorithm to reach secure data dissemination in cloud computing,
with which the data disseminators could send their reencryption keys to the semi-trusted proxy to transform data
owner’s ciphertext for new users [9].Yang et al. [10] proposed an attribute-based CPRE scheme by deploying an
access policy in a ciphertext generated by public-key encryption. The reencryption key is generated by the secret
key associated with a set of attributes, which allows the proxy to reencrypt the ciphertext only when these
attributes satisfy the access policy. Wang et al. [11] proposed a preauthentication approach for sharing data in
cloud, which achieves receiver’s attribute authentication before the reencryption operation.
The multiparty privacy control among co-owners is indispensable in cloud computing. Thomas et al. [2] showed
how Facebook’s privacy model can be adopted to achieve multiparty privacy.Based on this multiparty privacy
control model, Xu et al. [1] designed a mechanism to enable each user in a photo to participate in the decision of
access control conditions of the photo. However, the above schemes may have privacy conflicts problem, which
do not consider how users would actually achieve compromise [12].
To resolve the privacy conflicts among multiparty (negotiating users), Such et al. [13] proposed the first
computational mechanism. The core idea is to estimate item sensitivity, relative importance and willingness for
each conflicting negotiating users, and let the one who has less stringent privacy requirement compromise. Hu et
al. [14] proposed a systematicapproach to enable privacy-preserving data sharing with multi-owner. This
scheme introduces three strategies based on a voting mechanism to resolve the multiparty privacy conflicts.
Unfortunately, this scheme only focuses on co-owner’s access control over plaintext data, and ignores the data
confidentiality towards semi-trusted CSP and malicious users.

III.

PROPOSED WORK

We further present a multiparty access control mechanism over the disseminated ciphertext, in which the data
co-owners can append new access policies to the ciphertext due to their privacy preferences.Moreover, three
policy aggregation strategies, including full permit, owner priority and majority permit, are provided to solve the
privacy conflicts problem caused by different access policies.
System Model:The system model consists of the following entities, as shown in Fig. 1
Data Owner: Decide the access policy and encrypt the data with CP-ABE. The encrypted data will be uploaded
to the Cloud Servers. Data Ownersare assumed to be honest in the system.
Data Requester/Receiver:Send the decryption request to Cloud and obtain the ciphertexts over the internet.
Only when their attributes satisfy the access policies of the ciphertext, can they get access to the plaintexts. Data
requester/receivers may collude to access the data that is otherwise not accessible individually.
Cloud Server:are responsible for storing a massive volume of data. They cannot be trusted by Data Owners.
Hence, it is necessary for Data Owners to define the access policy to ensure the data confidentiality.Cloud
Servers are assumed not to collude with Data requester/receivers.
Trusted Authority:AA is responsible for registering users, evaluating their attributes and generating their secret
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key SK accordingly. It runs the Setup algorithm, and issues public key PK and master key MK to each Data
Owner. It is considered as fully trusted.

Fig. 1: System Overview
The contributions of our scheme are as follows:
(1) We achieve fine-grained conditional dissemination over the ciphertext in cloud computing with attribute
based CPRE. The ciphertext is firstly deployed with an initial access policy customized by data owner. Our
proposed multiparty access control mechanism allows the data co-owners to append new access policies to the
ciphertext due to their privacypreferences. Hence, the ciphertext can be re-encrypted by the data disseminator
only if the attributes satisfy enough access policies.
(2) We provide three strategies including full permit, owner priority and majority permit to solve the privacy
conflicts problem. Specially, in full permit strategy, data disseminator must satisfy all the access policies
defined by data owner and co-owners. With the majority permit strategy, data owner can firstly choose a
threshold value for data co-owners, and the ciphertext can be disseminated if and only if the sum of the access
policies satisfied by data disseminator’s attributes is greater than or equal to this fixed threshold.
(3) We prove the correctness of our scheme, and conduct experiments to evaluate the performance at each phase
to indicate the effectiveness of our scheme.

IV. RESULTS AND DISCUSSION
To evaluate the efficiency of our proposed schemes,we conduct various experiments and chooses the Advanced
Encryption Standard (AES) as the symmetric encryption scheme. The experimental results are the mean of 100
trials.
Fig. 2 shows the computation time of data encryption versus |U| under a fixed access policy with 5 attributes and
3 co-owners.
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Fig. 2: Computation time versus users in encryption phase.
Fig. 3 shows the computation cost of reencryption in each strategy versus the number of attributes. In the owner
priority strategy.

Fig. 3: Computation cost versus attributesin re-encryption phase.
Fig. 4 describes the computation time on accessor side when decrypting ciphertext versus the number of
accessors. The computation time of decrypting a reencrypted ciphertext is much higher than the time of
decrypting an initial ciphertext.
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Fig. 4: Computation cost versus accessorsin decryption phase.

V. CONCLUSION
In this paper, we present a secure data group sharing and conditional dissemination scheme with multi-owner in
cloud computing. In our scheme, the data owner could encrypt her or his private data and share it with a group
of data accessors at one time in a convenient way based on IBBE technique. Meanwhile, the data owner can
specify fine-grained access policy to the ciphertext based on attribute-based CPRE, thus the ciphertext can only
be re-encrypted by data disseminator whose attributes satisfy the access policy in the ciphertext.
We further present a multiparty access control mechanism over the ciphertext, which allows the data co-owners
to append their access policies to the ciphertext. Besides, we provide three policy aggregation strategies
including full permit, owner priority and majority permit to solve the problem of privacy conflicts. The security
analysis and the performance evaluation show that the proposed scheme is secure and efficient.
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